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Abstract-- A rogue access point is a wireless access point that has either been installed on a 

secure company network without explicit authorization from a local administrator or has been 

created to allow a hacker to conduct a man in the middle attack. Rogue access points of the first 

kind can pose a security threat to large organizations with many employees, because anyone with 

access to the premises can install (maliciously or non-maliciously) an inexpensive wireless router 

that can potentially allow access to a secure network to unauthorized parties. 

Problem of fake access points can lead to serious vulnerabilities in the network. Here in this 

paper first we explore how to successfully perform this type of attack followed by detection of 

fake access points from the real ones .Research on this topic reveals that passive monitoring 

technique can be used to scan the wireless network without even letting other devices to know 

that scanning is going on. In this way air traffic can easily be sniffed, which raises many security 

risks and threats related to sniffing the air traffic in wireless network that can easily reveal the 

personal identity of the end user who is using the wireless network. We have considered Man-in-

the-Middle scenario to implement Fake Access Point where the end user has to compromise its 

security in order to gain access to the network resources. We have also proposed and developed  

solutions to detect the Fake Access Point in the network for two particular scenarios where 

attacker may or may not have internet connectivity. 

 

 

 

                                                           
*
 B Tech CSE, VIT Vellore 



             IJESR           Volume 1, Issue 2             ISSN: 2347-6532 
__________________________________________________________      

A Monthly Double-Blind Peer Reviewed Refereed Open Access International e-Journal - Included in the International Serial Directories 
Indexed & Listed at: Ulrich's Periodicals Directory ©, U.S.A., Open J-Gage as well as in Cabell’s Directories of Publishing Opportunities, U.S.A. 

International Journal of Engineering & Scientific Research 
http://www.ijmra.us 

 
19 

December 
2013 

I . INTRODUCTION 

In this paper we discuss the threats Fake Access Point pose to open wireless networks. 

A wireless network can be attacked in many ways. One such way is by creation of unauthorized 

Fake Access Point (AP) in the network. A malicious attacker can sniff the beacon frames of 

authorized AP. He then extracts Medium Access Control (MAC) Address, SSID and BSSID of 

the authorized AP and puts it into his own frame. Thus, newly created AP now acts as a duplicate 

AP of the authorized AP. Once this fake AP is set up, users of authorized AP think that fake AP is 

the real one and connect to it. Now, the attacker can launch various attacks on these clients. Fake 

APs are dangerous than a direct attack on the network. This is due to following reasons. 

i. When different clients try to connect to the authorized AP, they use election algorithms that are 

purely based on signal strength. If the attacker manages to increase its signal strength, he can 

easily lure the clients into using fake AP instead of authorized one. Once connected , attacker can 

make sure that client never uses authorized AP again by keeping its signal strength at constant 

level. Thus, client is now virtually quarantined from the rest of the network of authorized AP 

without the knowledge of his elimination. 

ii. Beacons sent by fake AP have their fields copied from beacons of authorized AP. As a result, 

security system can also be fooled as it thinks that packets are coming from authorized AP  itself. 

Thus fake AP evades its detection. It is difficult to detect the presence of fake AP in a wireless 

network. It is more difficult to exactly identify the device and block it . 

iii. These fake access points can be easily created using beacon sniffers and packet injectors 

which only need a wireless Network Interface Card (NIC) which can work in monitor mode. 

There are many ways in which the attacker uses to avoid detection. An experienced attacker will 

spoof the MAC address to match a legitimate AP. The attacker can also set power, channel, and 

SSID on the rogue AP to limit its effective coverage area, which decreases the chances of the 

rogue AP  being detected. 

 

II . RELATED RESEARCH 

For detection of fake access points we use following methods: 

Wired Based Detection Methods 

David Buretto [14] proposed a TCP Fingerprinting approach which examines the subtle 

diff erences in how a target responds to various specially crafted packets in hope of determining 

the OS of the target system. We  look for packet fields that are unique for different operating 

systems.The advantage of this method lies with simple starting a tool called Nmap that scans the 
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entire network and gathers the analysed data for Rogue APs. The disadvantage lies with long 

running time for  entire large network. As  the act of determining the OS is intrusive, noisy and is 

likely to look like suspicious activity to Intrusion Detection System(IDS)s, it can’t be considered 

one of best method .The other disadvantage is that TCP fingerprinting is not 100% accurate. 

Nmap uses the information to make a guess at the OS but there are bound to be times when it 

gives  false positives or false negatives. 

S Vishal[15] proposed that SNMP scanning can also be used to detect rogue APs. SNMP 

scanning is similar to TCP fingerprinting but instead of using the diff erences in the TCP/IP 

network stack it uses information obtained by using the SNMP protocol. The advantages of this 

method are similar to that of TCP fingerprinting.  

Matt Jabocs[16] proposed  packet sniffing for detecting rogue APs. Here a device is configured 

to run in promiscuous mode , analyzes the packets and examines the Ethernet headers to check 

that the MAC addresses are authorized MAC addresses. Another method is to compare MAC and 

ARP entries, and look for ports with multiple connections or to compare MAC and ARP entries 

and look for popular WLAN vendor MAC addresses. An example of a tool that to monitor MAC 

addresses is Arpwatch. Arpwatch is a tool that monitors Ethernet activity and keeps a database of 

Ethernet/IP address pairings. It also reports certain changes via email. The advantage of this 

method is that it is a continuous process and it is constantly monitoring the network for 

unauthorized MAC addresses. Once a rogue AP is connected to the network it is detected once it 

transmits any data.The disadvantage is that sniffing the traffic may be considered intrusive since 

it requires that all the traffic needs to be monitored. 

Wireless Based Detection Methods 

T Kim[17] discuses the active probing method as a way of detecting fake access points.The 

active probing method uses Probe Request Frames on each channel where it is able to detect 

wireless activity. When an AP comes within range of the client and receives a probe request 

frame it typically responds with a probe response frame containing the network ESSID. 

T Kim[17] also proposes RF monitoring as a way of detecting fake access points .RF monitoring 

is a completely passive method of wireless LAN discovery known as radio frequency monitoring 

(RFMON). A client with a wireless card that is configured in RFMON mode enables the capture 

of all RF signals on the channels to which it is configured to listen. This method detects fake 

access points by monitoring for any suspicious frames. 

Other techniques that use a combination of above methods are: 

1)Detecting Rouge Access Point by Analyzing Traffic Characteristics of the network[1] 

2) Hidden Markov Model[2] 

3) Wireless IDS/WIPS(Wireless Intrusion Prevention System) 
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The first approach is useful in heterogeneous networks ie. combining both wireless and wired 

networks.It is implemented in two phases. 

Phase 1 

We detect the difference in wireless and ethernet by analysing the traffic. 

Phase 2 

Here the rouge access points are detected.When a attacker gains access to an unauthorized 

WLAN host who is using a rouge access point, he does a port scanning operation first to find 

open ports and the services running on them.Accordingly the vulnerabilities exist in the 

system.This creates a large traffic on a particular port. This phase depends on two threshold 

parameters based on straight- access and crossing-access attempts. Main disadvantage of this 

method is that it generates a lot of false positives.  

The second approach is somewhat similar to the first one. 

 Phase 1  

We detect traffic from both the real and fake access points.  

Phase 2  

We  plan to know  the inter arrival times for packets both from real and fake access points.The 

model aims at differentiating the real and fake access points based on inter arrival times of the 

frames (this can be found in timestamp field of the access point).Main disadvantage of this 

method is its dependability on the hardware. 

 

Using Wireless Intrusion Prevention System/Wireless Intrusion Detection System to detect 

Rouge Access Points: 

A wireless intrusion detection system monitors radio spectrum to find unauthorized devices . The 

system immediately alerts the system admin when a rouge access point  is detected . It detects 

Fake Access Points by comparing MAC IDs of connecting devices. 

Underlying Hardware Organization of Wireless Intrusion Prevention System 

• Sensors — These devices scan the WiFi spectrum for packets and send data back to servers. 

• Server — These devices analyze the packets sent by sensors and detect rouge access points. 

• Console — It provides console for reporting and administration. 
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Comparison of Defense Techniques 

Techniques Cost Features Requirements 

Detect rogues AP 

with sensor 

High cost to install 

for wide network 

Detects MITM attacks 

by analyzing packets 

Large number of 

sensors 

Rogue AP 

Protection 

System Based 

On Radius 

Authentication 

Server 

High cost to 

installation and 

maintenance 

costs 

Radius 

authentication 

server can 

communicate 

with the AP 

through a secure 

Difficult to 

detect rogue AP 

on open 

environment 

Detection 

technique using 

wired and 

wireless 

networks 

High cost to 

installation and 

maintenance 

costs 

Get information 

from wired and 

wireless network 

Difficult to 

detect rogue AP 

on open 

environment. 

Gives a lot of false 

positives. 

Detection using 

timestamp method 

Hight cost of 

hardware and 

computation power 

needed 

Detects Fake AP based 

on clock skews 

Requires a lot of 

hardware cost and 

processing power. 

 

III . Proposed Solution 

As it is difficult to detect RAP's using the MAC address detection method as  it  gives a lot false 

results . New approach should be to weed out spoofed MAC  IDs using advanced finger printing 

. Here we analyze the unique signatures exhibited by every device .The signatures emitted by 

each wifi devices are compared against the known signatures of authorized devices .Thus we  

easily weed out the spoofed device.But this method also fails when the attacker limits its area of 

coverage .As the sensors cant be installed everywhere .The sytem admin here should do manual 

rouge access point detection .The admin needs to make sure that the tool he uses for rouge access 
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point detection also incorporates the use of an active probing component. This is necessary 

because the attackers generally turn off their BSSID to "cloak" themselves. 

 

IV . Implementation Scheme 

For carrying out this attack we will be using a linux distribution based on Ubuntu- Backtrack 

5.To do the attacks we will use parts of the Aircrack-ng suite ( wireless auditing tools),Ettercap( 

MITM tool) ,sslstrip,dnsspoof etc. 

 

We will be running backtrack 5 in a virtual box(this will act as the attacker) on windows host 

.The windows  host should have a internet connection .To perform various steps in the attack we 

will need a wireless network card that supports monitor mode and has packet injection 

capabilities . 

In monitor mode the card is not associated with a network and passively listens for packets. A 

card supporting packet injection is used to send specially handcrafted network packets into the 

Ether .We are  using Alfa AWUS036H USB adapter .Here we are focusing on setting up a fake 

ap to make clients/victims connect to it in place of an real AP .The fake AP will broadcast the 

real APs SSID and by providing a stronger signal we  make clients attach to the fake AP . 

Pseudocode of Fake AP  

Step 1.0 Initiate the setup for Fake AP Implementation. 

Step 1.1 Scan wireless spectrum for Victim MAC ID and SSID. 

Step 2.1 Perform the check for wireless card for monitor mode support: 

   If ( Monitor mode support is found ) do 

{ 

        Step 2.1.1 Spoof the MAC ID of the wireless card. 

        Step 2.1.2 Put the card in monitor mode. 

        Step 2.1.3 Create Fake Access Point using Airbase module. 

        Step 2.1.4 Start DHCP server and configure it accordingly. 

        Step 2.1.5 Bring the tapping interface up. 

        Step 2.1.6 Configure IPTABLES and enable IP Forwarding. 
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        Step 2.1.7 Run monitoring software like Wireshark,Ettercap. 

} 

else  

{  

 The wireless card does not support monitor hence the attack is not supported by the hardware. 

ReScan or Perform step 1.1. 

 

} 

 

Basic steps involved in performing this attack : 

1)Creating a Access Point 
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2)Victim connects and is assigned an IP address 

 

 

 

 

3) Client With Mac Id 00:08:ca:f3:c3:38 Associates With Our Access Point And Is Assigned A Ip 

Address Of 10.0.0.100 
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4)DHCP  configuration file  

We need dhcp to assign ip addresses to the clients connecting to the fake ap.Here “subnet 

10.0.0.0 netmask 255.255.255.0” specifies the subnet all the hosts will belong to. eg here it 

means if we want to assign IP addresses from the subnet 10.0.0.0 with a mask of 255.255.255.0 . 

“range 10.0.0.1 10.0.0.254” specifies a range of IP addresses within the subnet that will be 

assigned to any machine requesting an address. 
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5)Using Dnsspoof to resolve “google.com” to site that is running on our local server. 

 

 

6)Fake Page Hosted on our Local Apache Server 
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7)Using script to do MITM Attacks using ETTERCAP . 
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V . Detection Scheme 

Pseudocode of Detecting Fake AP  

Step 1.0 Initiate the setup for Fake AP detection. 

Step 1.1 Scan wireless spectrum for MAC ID and SSID. 

Step 2.1 Perform the check for wireless card for monitor mode support: 

                If ( Monitor mode support is found ) do 

        { 

        Step 2.1.1 Spoof the MAC ID of the wireless card. 

        Step 2.1.2 Put the card in monitor mode. 

        Step 2.1.3 Sniff packets and discover network access points. 

       Step 2.1.4 Discover hidden access points from data extracted from beacon  frames. 

        Step 2.1.5 Collect ESSIDs ,MAC IDs ,security bit information and store them for  later use. 

        Step 2.1.6 Perform ongoing intrusion detection using harvested information. 

         

        } 

else  

{  

 The wireless card does not support monitor mode hence detection of fake access point  is not supported 

by the hardware. 

ReScan or Perform step 1.1. 

} 

 

For detection of Fake APs we have designed a wireless scanner that monitors radio frequencies 

repeatedly and reports if a Fake AP is found. 

Results of Wifi Scanning 
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We have successfully tested the detection of Fake AP under two different scenarios. 

Discovering fake access points by MAC ID filteration(results found in fig. 5.1) 

A fake access point started with the same SSID as a corporate network poses a threat to the 

network. We can detect this by capturing packets and comparing their MAC addresses with 

authorized MAC addresses. The script takes an authorized access point with its base address and 

SSID and continues sniffing for beacon packets, while looking for the same SSID with a 

different base MAC. The script reports any and all access points located. 

 

Discovering Rogue Access Points by local network usage(results found in fig. 5.2) 

If an unauthorized access point is deployed on your network, an administrator can find the traffic 

and exclude it from the network by capturing beacon packets or analyzing wireless IP traffic. For 

example, suppose your network is 10.0.0.1 and it consists of one access point with an address 

of 00:15:3d:3c:a6:eb. The objective is to track down any surrounding access points, other than 

this access point, that are accessing the 10.0.0.1 network.Here we make a access point named 

gggggggg . 
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The script captures all packets from the air and dissects the IP layer. A decision-making point is 

the source and destination IP address for the packets. If these packets are not part of an 

authorized access point defined by the MAC address, then they are reported. This can be a 

potential access point running on 10.0.0.1 We can verify its existence and traffic from the wire 

side once you notice intrusion to reduce false positives 

 

Fig. 5.1 

 

Fig. 5.2 
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VI . Testing Environment and Tools Used 

Testing Environment : 

Two Laptops containing Intel ® core TM 2 Duo CPU 

RAM (Memory): - 2GB (Recommended) - 4GB 

Network adaptors: - Alfa Aw series, Broadcom wifi 

Platforms: - Linux, Ubuntu / Back track Linux 5. 

 

Tools Used  

All the tools that we have used are open source. 

1)Aircrack-NG suite: 

Aircrack-ng is a set of tools for auditing wireless networks.Aircrack-ng is an 802.11 WEP and 

WPA-PSK keys cracking program that can recover keys once enough data packets have been 

captured.Here we will be using it for putting card in monitor mode and for starting the fake 

access point. 

 

2)Python-Scapy: 

Scapy library is built in python language which is used for sniffing and dissecting 802.11 

wireless frames. Scapy library enables user to send, manipulate and inject the wireless packets 

according to the requirements. It is a very powerful tool used for packet manipulation, and it is 

used to decode and fake packets of large number of protocols. There are many functions that can 

be achieved by using scapy. It can send and capture packets and match the request sent by the 

wireless devices. Scapy also performs scanning tasks especially passive scanning and unit testing 

using probe request. Attacking can also be done with network discovery. Scapy can remove and 

replace any part of the wireless network packet that can be used for war driving mechanisms like 

hping, arpspoof, arping, etc. As compared with other tools, scapy can easily handle other 

functionalities like injecting 802.11 frames and combing other techniques to complete a 

particular task. The two major tasks scapy usually performs are sending the packets and 

receiving their answers. It can also let you to define your own 802.11 frames and inject that in 

wireless network. It sends them in the network and waits for the answers from other network 

devices and then it matches the request with answers, finally returning back a list of packets. 

3)Python 2.6 
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4)A wireless card that can go in monitor model(We are using Alfa AWUS036H for our prototype 

model). 

5)Scapy dependencies-Other libraries like multiprocessor.py etc. which are not directly included 

in the python package. 

6)ETTERCAP: 

Ettercap is a comprehensive suite for man in the middle attacks. It features sniffing of live 

connections, content filtering on the fly and many other interesting tricks. It supports active and 

passive dissection of many protocols and includes many features for network and host analysis. 

7)dnsspoof: dnsspoof forges replies to arbitrary DNS address / pointer queries on the LAN. This 

is useful in bypassing hostname-based access controls, or in implementing a variety of man-in-

the-middle attacks. 

8)Dhcp-3 server Ubuntu 

9)Apache (LAMP server) 

 

VII . Conclusions And Future Enhancements 

Creation of Rogue Access Points poses threat to wireless networks.Though it is hard to get a 

victim to connect to your access point but this problem is solved by doing a DoS on the client 

machine to disassociate them from the AP. 

 

In this project we have successfully identified various wireless vulnerabilities and security 

threats for the end users and finding solution to combat them. 

We have successfully configured , created and installed a Fake Access Point in the network. We 

have successfully simulated Man in The Middle Attack and provided a solution to successfully 

diagnose the problem. Future work planned  is to enhance the features  for developing and 

implementing a complete framework that is able to all types of man in the middle attacks using 

fake access points and we would also like to add an independent location finding techniques to 

track down the location of the wireless devices with other parameters . We plan to include 

Timestamp or Clock Skews approach to detect Fake APs in the future. We plan to make a 

complete Intrusion Detect System(IDS) by implementing more detection programs for different 

attacks available on WLAN. 
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IX .        List of Abbreviations  

AP                  Access Point 

BSS                Basic Service Set 

BT                  BackTrack Linux 

ID                   Identifier 

IEEE              Institute of Electrical and Electronics Engineers 

MAC             Medium Access Control 

NIC               Network Interface card 

RF                 Radio Frequency 

RFMON        Radio Frequency Monitoring 

SSID             Service Set Identifier 

WEP             Wired Equivalency Protocol 

WLAN          Wireless LAN 

WNIC           Wireless Network Interface Card 

PCMCIA       Personal Computer Memory Card International Association 

IDS               Intrusion Detection System 

IPS                Intrusion Prevention System 

MITM           Man In The Middle Attack 
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